User Guide — MFA.welearn365.com

This user guide will explain how to setup and logon to mfa.welearn365.com to access school resources from home.

Multi-factor authentication involves something you know (your username and password) and something you have
(your phone). When you sign on, you will continue to use the same username and password. Before your sign on is
complete, you will be prompted to confirm who you are using your phone, this could be a phone call or a mobile
notification.

First Time Setup
Must be completed in school.

1. When your account is first configured, you will receive an email that contains important links and
instructions. You should keep this email for future reference. If you have not received this email, please
contact the ICTDS Service Desk. An example of this email is below.

ICTDS MFA <mfa(
Warwickshire ICTDS MFA

Hi

Your account has been configured to use Multi-Factor Authentication. Multi-factor authentication involves Something you know (your username and password) and something you have (your phone)
When you sign on, you will continue to use the same username and password. Before your sign on is complete, you will receive a phone call asking you to press the hash (#) key to confirm your sign
on. If you don't confirm the sign on by pressing #, the sign on will be denied

Before you can logon remotiey you just configure your Mult-Factor device. To complete your account configuration and start using Multi-Factor Authentication, log in to the Mutti-Factor
Authentication User Portal at hitps:/imfa actorAuth

Once you have configured your authentication device you can logon from home by browsing to hiips:/mfa welearn365.com

Note: You should only press the # key when you receive the Multi-Factor Authentication callif you are actually signing on. Otherwise, someone may be trying to sign on with your usermame and
password and you should report this pofential fraud to the ICTDS Service Desk

If you have any concersn or issues please contact the ICTDS Service desk 01926 414100.
Thanks
ICTDS Service Desk

2. To start the first time setup please logon to https://mfa.welearn365.com using your school user account.

B Warwickshire ICTDS MFA
i I’_\ For remote access to SIMS.net

User name: |smith.a

Password: [senernss

3. After you logon you will be presented with a shortcut to access your school server, however you must
configure your MFA device before logging in, please select “Manage MFA” from the menu on the top right.
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Remote Applications Manage MFA Help Sign out

Current folder: /




4. A new page will open, login again using your school user account. This is where you can update your details
if you lose your phone or need to change your number.

Language: | en: English

Multi-Factor Authentication User Log In

Username

On first logon you will be prompted to setup your mobile device, the default option is to use the “Azure
Authenticator” App, if you would rather use a phone call for authentication please go to step 9 else continue
with step 6.

Install the “Microsoft Authenticator” app on your smartphone or tablet, when you are ready click
“Generate Activation Code” and you will be presented with a QR code to scan.

Multi-Factor Authentication User Setup

p. The activation code expires in 10

MnUtes. You may gencsrate a new o de at any ume,

Activation Code
858 185 643

URL

https://mfa.welearn365.com/MultiFactorAuthMobileAppWebService/

Generate New Activation Code

After activation is complete, click Mext to continue the setup process.

Mext | Cancel




7. Open the authenticator App and select “Add Account” followed by “Work or School Account” and then scan
the QR code from your computer screen. This completes your device setup.
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WHAT KIND OF ACCOUNT ARE YOU ADDING?
Personal account

Work or school account
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m QOther (Google, Facebook, etc.)

Ready to add your first
account?

On the “Multi-Factor Authentication User Setup” click “Next” to complete the setup. You can now close this
page and your setup is complete.
If you would rather receive a phone call than use the Azure Authenticator App follow the steps below:

a. After logging in change the “Method” to “Phone Call”, enter the desired number, and change the

country code to UK.

Multi-Factor Authentication User Setup

Method

Phone Call v

Phone

United Kingdom +44 v \\Q7TITIITIIT

Extension

Next || Cancel

b. Press next to complete the setup.



Logging In

1.

2.

3.

4.

Logon to https://mfa.welearn365.com using your school user account.
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For remote access to SIMSnet

Uzer name: =mith.a

Password: [ssserass

Open the folder for your school and then launch the “DESKTOP” shortcut presented

This will automatically launch the connection, if a file downloads launch this file, it will look similar to the file
shown below.

(8 cpub-wHS7044-D..rdp ~

If you are presented with this security warning choose “Do not ask me again” and then “Connect”
RemoteApp
! / Do you trust the publisher of this RemoteApp program?

This RemoteApp program could ham your local or remote computer. Make sure that you trust the
publisher before you connect to run this program.

Publisher: mia weleam 365 .com

Type: RemotefApp program

Fath: WHS7044-DESKTOR CARDPYWHSTI44-DESKTO...
Name: WHS7044 DESKTOP

Femote computer: mta.weleam365.com

Fateway server: mfa weleam365.com

[]:0ont ask me again for remote connections from this publisher

* | Show Details : Cancel




5. When prompted logon to the connection using your school user account, if your username does not appear
in the format “WARWICK\Username” please choose “Use Another Account” and type the account username
manually.

Enter your credentials

Type your user name and password to connect to
MFEA-RDSHT. WARWICK. welearn.internal

warwick\remote.staffwol

| warwickismith.a

| Paszword

Daomain: warwick

6. At this point, your MFA device will be contacted to confirm your authentication.
IMPORTANT: If you ever receive a request that you did not initiate, deny the connection and contact the
ICTDS service desk as soon as possible.
a. Ifyou are using the mobile app you will receive a notification of the logon and you must approve the
connection within 30 seconds.
b. If you are using a phone call for authentication, you will receive a call instructing you to press “#” to
confirm the authentication
7. You will then be automatically connected to your school server where you can access school network
resources and SIMS.net

Using a Mac to access MFA
If you wish to use a Mac computer to logon to MFA there is an additional step to complete before logging in.

On your Mac computer access the AppStore and install the “Microsoft Remote Desktop” app, after this follow the
instructions and the downloaded file will launch in this app.
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Microsoft Remote Desktop

With the Microsoft Remote Desktop app, you can connect to a remote PC and your work
resources from almost anywhere. Experience the power of Windows with RemoteFX in a
Remote Desktop client designed to help you get your work done wherever you are. f porat
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What's New in Version 8.0.37

We have made the following updates:
eSecurity enhancement: When you connect to desktops and apps that redirect local...

..More
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